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Abstract This paper presents a publicly verifiable secret redistribution model, and proposes a PVSR
scheme. The scheme can redistribute secrets from a (¢1, n1) to (2, n2) access structure. New sharehold-
ers can gererate valid new shares if they can verify both the validity of the old share and that of the sub-
shares which the shareholders give the new shareholders. In the scheme, other new shareholders can deter-
mine the validity of the sub-shares of a new shareholder.
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1 Introduction

A secret sharing scheme'"? first divides a secret into pieces called shares, which are distributed amongst a
group of participants so that shares of specific subsets of participants are pooled and then the shared secret can be
reconstructed. Since its nvention, many schemes have been proposed. Though the threshold secret sharing schemes
pwovide fundamental building blocks, the general threshold secret sharing schemes can t prevent the dealer from dis-
tributing the participants false shares, with the result that any subset of participants can t recover the gemuine secret,
and can t also detect afalse shareholder s cheating, so the cheater can obtain the true secret while all the other hon-
est shareholders cant see the shared secret. Chor. Goldwasser and Micali proposed a verifiable secret sharing
scheme (VSS) to achieve security against cheating participants. Several secure and efficient VSS schemes were
pIoposedM"SJ . VSS schemes allow each participant to verify that its share is consistent with the other shares, but the
schemes can t ensure that everybody is able to verify that the shares have been correctly distributed. Ref. [ 3] has the
very special property. Markus Stadler'® proposed a new publicly verifiable secret sharing scheme (PVSS) which can
be used with general (momotone) access structures, in addition to the threshold secret sharing. PVSS have wider uses
than VSS. They can be applied in software key escrow ciyptosystems and the design of electronic cash systems pro-
viding revocable anonymityIM .

It allows for security and management. A distributed storage system, which stores shares of files on a distributed
set of servers, needs to produce new shares and invalidate old shares. The technique of redistributing shares of secret
between different sets of shareholders is useful for a wider range of applications. Ref. [ 8] proposed verifiable secret
redistribution (VSR) for threshold sharing schemes based on Shamir s threshold sharing scheme, Desmedt and

. ’ I . 10 ’ . . .
Jajodra s secret redistribution scheme'” and Feldman  VSS scheme' ” . It is more flexible than pwoactive secret shar-
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ing (PSS) schemes'"" . Ref.[ 8 found VSR s applications in multiparty signature schemes and distributed key serv-
ers.

We present a publicly verifiable secret redistribution protocol based on Ref.[ 6] and Ref. [ 8] . Our scheme can
redistribute secrets from a (#1, n1) to (f2, m2) access structure. New shareholders can generate valid new sharwes if
they can verify both the validity of the old shares and that of the sub-shares that the shareholders give the new share-
holders. The sdheme overcomes the deficiency of Ref. [ 8] that other new shareholders cannot determine the validity
of the sub-shares of one new shareholder. An adversary, who obtain less than #, old shares and less than ¢, new
share, cannot reconstruct the secret. In our scheme, we needn t build secret communication channels between the

dealer and every participant, since the dealer doesn t transfer straightly the secret share to any participant.

2 Model of PVSR scheme

System parameters are as follows. By s, we derote the shared secret. Let P, P’ be respectively any authorized
subset in the access structures A 7" and 4> ™. We denote the key pair and the identification of the participants
Pi in P by { (pki, ski), ID:} and that of the participant P'inP' by { (pkj/, ski' ) ID;'}swhere i=1,2, -4 ni,
j=1,2, -+, n2. Before we go further, we make some conventions. When the following verification algorithm outputs
1, we call the scheme passes a validity test. Our goal is to design a scheme which passes all the validity tests. The
participant i in P refers to the participant Pi in P.

The First Distribution of The Secret consists of the following algorithms:
® A General Threshold Secret Sharing Algorithm S that takes as input the secret s, the parameters (¢, 1) in
the access stmeture 49" and the participant identification ID;, where i €{1, 2, --» n,} and £, (1<, <<n;)
dernotes the threshold value, 71 denotes the number of the participants in this distribution. S outputs
(S1s 825+ Sn 3 Ws Wis W2y =5 Wi )= S (s, ti, n1, ID1s ID2, -+ D, )y
where 5;(i=1, 2, --5 n,) specifies the secret share corresponding to the participant P;,» w is the shared secret s s
witness and { Wi, w2, == wa | is the list of the witnesses corresponding to the list of the secret shares { s1, 52, -4

s, 1 -Those witnesses are generated based on the assumption of the difficulty of some problems. Therefore, it is infea-

sible to compute s and s; from them. Then the dealer publishes all the wimesses in the foom (DD;, w;) and keeps s

and s; secret, where i=1, 2, -4 n;.

® 4 Randomized Enciyption Algorithm £ that takes as input the public key list { pk 1. pkas -+ pk, } and the se-
ciet share list {s1» $2, == 5, }» and outputs ciphertexts ¢;= E (pkis 5,5 i=1, 2, ==, n1» then makes them public

in the fom (ID:, ¢i).

® 4 Deterministic Deciyption Algorithm D that takes as input (ID;, ¢;5 ski ) and outputs s;. Obviously, only the
participant P; has its own private key and can obtain s;.

® A Share Validity Verification Algorithm V;

Every participant P; runs the algorithm V; by taking as input its decryption s; (maybe it isn t a genuine share,
but we still take the motation) and the share s witness, and outputting Vi (D;, s;» wi ) €{0, 1} .When the output is
1, the scheme passes the own $ secret share validity test. The participants publish the outputs.

® A Share Validity Public Verification Algorithm PV

The participant P; mms PV which takes as input (ID;, ¢;» w; ), where i, j<€{1,2, ---, £}, i7, and outputs

PV(ID;, ¢;» w;) €{0, 1} . When the output about j is 1, the participant P; knows that P; has received a valid
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share.
® A Share Presentation Validity Verification Algorithm V>
After the participant P; sends its shawe, other participants can execute the algorithm ¥, which takes as input
(ID;s ¢is wi) and output V2 (ID;y ;v wi ) €{0, 1}.
® A Reconstruction Algorithm R which takes as input the valid and correct secret share and outputs the secret s

=R (515 525+ s ).

In a scheme, these algorithms should run in tum. Once a validity test fails, the particpants needn t run the sub-
sequent algorithms. They restart the scheme or abort the scheme. The scheme security in the first distribution fully
depends on the assumption and the infeasibility of acquiring the secret share from all the wimesses and the cipher-
texts.

Redistribution of the shared secret from the access structure A"
algorithms;

® 4 General Threshold Secret Share Algorithm R’
Each i in any authorized subset P in 47" acts as the dealer to distribute the secet si to an authorized sub-

I
sets P in A

1o A" consists of the following

{tyn

>"2" " P;i runs the algorithm R’ which takes as input {si, t2, n2, D', D>, -, ID, } and outputs

!/ ! ! ! /! /!
R (sis t2s n2y ID1 s D25 +++, Dnl )= {Si1s Sizs ***s Siny 3 Wil s Wiz s =" Win, ’.

We call outputs { 1, 525 **» Sl-,,z} the sub-shares.
® A Randomized Encryption Algorithm E
Each i in P runs E' which is: input the identification, the sub-share and the public key of every j in P’ and
outputs E'(D;'s sis po )= ¢y as the ciphertext of the sub-share sj, then makes them public in the form (D',
ci )swhere j=1,2, -+ n2.
® A Share Validity Verification Algorithm "
Each j in P’ can run ¥, 1o check the validity of the share distribution { 51, 52, =+ s, } . V)" takes as input

the wiesses in the first distribution and outputs V; (Wi Was oo w, ) E{0, 1} .

® 4 Deterministic Deciyption Algorithm D'

Each j in P’ can decrypt { cij» c2j5 -+ cn]j} and obtain his own sub-shares { si/, 5275 ** Snlj} by running

V.
Vi eus o Cn i ski'y = {sis 525 o Snjt -
® A Sub-share Validity Verification Algorithm 7'
Every participant P; in P’ can run the algorithm 2 for testing his own sub-shares validity by taking as input
its dectyption {s1/5 527+ ==+ sn 7} (maybe they arent genuine sub-shares, we sill take the motation) and the sub-

shares "witesses, and output

! ! ! ! !
Vo UD; s 515 S350 w0 8 53wy 0 Wy s wy ;) € {0, 15,

® 4 Sub-share Validity Public Verification Algorithm PVi'
By running PV, B each j in P’ can test the validity of the sub-shares of any other participants in P'.The algo-
rithm outputs PV, "(D,'s ci wi) €40, 1}, where [, i€{1,2, -, n1}, i7j.
® A New-shar Generation Algorithm G
For each j in P, the algorithm G takes as input all the s;, [ €{1,2, -5 n,}, and outputs a secret share s;

which is called P,-/ s new-share, and a witness wj/. Then P,-l publishes the witness w; "
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® A New-share Public Validity Verification Algorithm PV,
Through running PV ',each i in P can test the new-share validity of any other participant, say j, in P, for
PVZ/ (ID/'/a wij /9 W2 /9 ) Wn/l.i )E{Oa 1} .

: [ . ro . : o '
® 4 New-share Consistence Verification Algorithm V3 which takes as input the witness ws wi s W s == Wy,

! ! ! ! . . . . .
and outputs V3 (w, w1y w2y ==y wi, ) €{0, 1} . Tt is necessary to run the algorithm, since it can test the consis-

tence between the secret of redistribution and the original secret.
® 4 New-share Presentation Validity Verification A lgorithm vi'
Since V4’(Wj/, Sj D) €{0, 1}, it can be detected whether each j (1<{j<(2) in P’ sends a false new-share.
® A Reconstuiction Algorithm R’ which takes as input all the new-shares presented by all the members in P’
and outputs the shared secret s.
R'(si'ys2'y ooy Stzr): s
The security in the redistribution stage of the shared secret is based on the following conditions:
Extracting the sub-shares { sil i=1,2, - ni; j=1,2, -, n2} fiom the witnesses (wil i=1,2, - ni; j=
1,2, -4 ny} is infeasible.
Extracting the sub-shares { 55| i=1,2, -+ 113 j=1,2, -5 n,} from the wimesses {w; | i=1,2, -+ ny; j=

1,2, -5 n2} and the sub-shares ciphertexts { ¢j| i=1,2, -5 n1;j=1,2, ==~ n2} is infeasible.

3 Double discrete logarithm equality protocol

Say we have a group G of prime order p with generaiors g1 and g2 so that computing discrete logarithms to the
bases g1 and g» is difficult. Let A GZ,: be an element of prime order g= (p—1) p. By the double discrete loga-

)

rithm of y € G to the bases g and 4. we mean the unique x € Z, with y= g(lhx .

Now, a prover knows a secret x € Z, which z= g5 and y= gl(hX). The prover proves to the verifier that the
double discrete logarithm of y to the bases g, and /4 is equal to the discrete logarithm of z to the base g» on wndi-
tion that the pover can t disclose the secret number x.The construction of the double discrete logarithm equality
pwoof is as follows.

Common input: Gs 815 25 hs ys 2.

Prover s first step: The prover selects randomly an element w in Z, and computes y /Ig(lh " and Z/Igé, then
sends y/ and z ' to the verifier.

Verifier s first step: The verifier chooses at random a challenge i € {0, 1}, and sends the challenge to the prov-
er.

Prover s second step: The pover sends 7 to the verifier, where 7= w— ix (mod ¢).

Verifier s second step: The verifier checks whether Z'= Kz (mod p)sand y l:gl(hr) (mod p), if i=0;o0r y/

h")

=y g1 (mod p),if i=1.

The process above repeats n times. When the verifier has found that these equations hold in Verifier s second
step, the verifier believes the prover has the secret number x. Clearly, the prover s success probability of cheating the
verifier is 12 in one wund. The probability will be 12" after n rounds. If n is a laige integer; the probability is
negligible.

By the same technique of converting Fieige-Fiat-Shamir identification potocol into Fiat-Shamir signature proto-

col, the DDLE protocol above can turn into a non-interactive proof . In fact, the non-interactive proof of DDLE is zew-



214 21

knowledge' o

4 PVSR scheme

Let p be a large prime such that g= (p— 1) D is also a prime. Let G be a goup of order g with a generator
g so that the discrete logarithm to the base g and the discrete logarithm to the base % are difficult. Let A €Z, be
an element of order g.The secret to be shared is s ©€Z,,.
Our scheme first distributes the secret s to the access structure 4", then redistributes s from 4'""" to
o .

A" sructure. H: {0, 1) —{0, 1)" isa public ciyptographically strong Hash function.Note that n1< p, nz{
p-FEach i in any authorized subset P={ Py, P2, -+ P, } of A" The participant P; in P at random chooses

an integer zi in Z, as its secret key ski, and computes y: =g’ (mod p) as its public key.
The first distribution;
Step 1 The dealer selects at random a polynomial,
f)=s+ax+ax+ -+ a,lflx(t‘fne’e Z,[ x]» where deg(f(x))= ¢t —1,
and computes
si = fUD) (mod p)sw= g (mod p), Fy = gk (mod p), D)
where i=1,2, «+ i, k=1, 2, ==+ £1 —1, then publishes (w, F'1, Fay = Fr 1),
Step 2 The dealer encrypts the share s; :
0, % Z, v = g (mod p)y by = s, yi (mod p), @)
where (v, bi) is the ciphertext of the secret share s . Then the dealer chooses randomly wu, wy “ Zg j= 1,2, -

m, and computes

!

hi= K (mod p)s hi' = &7 (mod p)s
Ri= (rity rizy =+ i)
= (w1 —cn 0, w2 20, = wn — cn® ) (mod p),
where ¢;=H(D; 1w, 1y b Why Wha 1l b Ao D, ¢; derotes the j-th bit of ¢ .
Finally, the dealer publishes the tuple (w, Fiy Fy -4 Fi 1) and (ID;s Vis bis Ris ¢ )swhere i=1, 2, -+

f.
Step 3 Every i in P obtains the ciphertext ¢ from the bulletin board and deciypts s;= D (c;» sk; )= Vi Ib:

tlfl )
(mod p), and computes g7 (mod p), wi = w ° | |23_/“D"y (mod p).Then P; checks if wi= g" (mod p ), and
=
publishes the result of validity test.
Step 4 Every j checks the validity of the share s;, where i, j €{1,2, -5 £;—1} and j7i.First, P; comp-

utes
tl*l

wi=w" | |iFj(1D[>j (mod p)s  hi = h* (mod p),
=

hi = (g" i ) " (mod p)r k=12 -wm,
¢ = HUD; Wwi 11y Wb Wy Whi 11 Wk, TR,
Then P; checks whether ¢ci=ci " Finally, P; publishes the result of the check about s:.
Setp 5 Afier each i sends its shawe si, other participants can decide whether P: s behavior is honest. If i

sends its correct secret share, the equation w; = g (mod p) holds.
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Step 6 The participants pool their shares to wecover the shared secret by the Lagrange interpolation formula;

tll

S:;si "dpl_, where dPi :/GHIQLLD. 3)
The Redistribution of secret from A" to 4' "',
Suppose pP'= { Pi /, P2 /, - P’nZ} is an authorized subset of 4'” ™ . Each i in P’ has an identification ID:'
and a key pair (pk; sk D= i sz, wher yi’: gz”’ (mod p).
Step1 FEach i in P acts as a dealer. Pi selects at random fi (x)= s + aa x + an x4+t

(r —1
2

Ay 1X 2 )ERZ,,[ x] and computes the sub-share s;=f; (ID; ") (mod p), the witness wy;= g7 (mod p) and Fy

= g (mod p),where j=1,2, -+, n2and k=1,2, --- t2—1.Then P: encrypts the sub-shares as follows;
o0 *Zy a; = g% (mod ph by = s; ;)5 (mod p). @)
The ciphertext of s is (ai» by ). Pi chooses randomly HﬂeRZq, where /=1, 2, -, m and computes
hy= K (mod p)s By = g™ Gmod p)s
Ry= Cryis rips =0 Ty )
= (M — e oy Mp — cp s =5 Py — in® ) (mod p),
where Cy"':H(Dj, Hwy I ay by I A 1l hz(jl [ Ml A I hl(jm ), ci specifies the k-th bit of ¢;. Finally, P:
publishes (Fis Fios =+ Fiiy 1) and (ID; B Ri» ¢;)s where j=1,2, -+ t,—1.

Step 2 Each i in P’ can check the validity of shares. Through the dealer s bulletin hoard, Pi' can obtain F;

t —1

k
(G=1,2, -=4 t1—1) and compute wj, then checks whether wi = HF;D"> (mod p), and
i—1

P
N i _ _ D
w= i:Hl(wz) i» where dp = jePHu) D—D- G

Step 3 Each 7 in P’ obtains the sub-share s; from jin P by deaying Cay» by )s ;= ayj /by- (mod p).Then

! .
Pi" computes the witness of sy,
t —1

wy = w; | IFS%"" tmod p), ©®)

=1
and checks if P’ computes w; = g (mod p).
Step 4 Without knowing sy, each / (Z;) in P' can check P’ s sub-share s; from Pi. Pi’ first computes

Wwys then computes

hi» = h'"aip* (mod p ),

hp = (ghﬁ“wfﬂc,ju)(}}’)rﬁ“ (mod p),

ci = HUD; Wwy Wai 155 Wha WhG 11— 1l g | ks
finally checks if ¢; = c¢;.

Step 5 Each j in P generales its new-share s

D
s, = Zsidpi (mod p), where dp = - @

i€ P kel;i[, D, — ID;’
then computes wj/ = ZWZ& (mod p), and decides the validity of its new-share s; / by whether the equation Wj/:
icpP

gsf/ (mod p) holds.
Step 6 Participants checks the validity of the new-shares:

1\d, i’
w= H(Wj )7 (mod p), where dp' = keprZLIDk/_ D ®

jerP J
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Step 7 Every participant in P’ sends its nev-share and other participants can test its validity by computing
the equation in Step 5.
Step 8 If all the validity algorithms output 1, the participants in P pool to recover the shared secret s.

5 Analysis of the PVSR scheme

The following three theorems show the correciness of the validity tests.
Theorem 1 In the first distribution of the secret, if wi =g (mod p) holds, s is valid, where i= 1,2, -+

Proof By Equation 1, we have
s; = fUD) = s+a,ID;+ a, D] + -+ a,r.[Dt[‘ ' (mod p),

thus we can obtain

s, s a IL{( K (D,)k | E,(D,)k
gw — g ki = g P = Ww P Qnod p)_
kep

kep kep

Theorem 2 In the redistribution of the secret, if w; /Igsf’ (mod p) holds, s is valid.
Proof By Equation 7, we have

, 1D«
s = ;SydPi, where dr = keﬂm D.— D, "
We can obtain
o 2 s.d
g = gf@’y = Hv;l’, (mod p) = Wj’-

icpP

Theorem 3 If ¢ = foﬂf’,' (mod p), the new-shares are valid.

EP
Proof Since Equation 3 and Equation 7, we have

S — Esidpi, Si — Z.S',:/dp/_'y

i€P jEP

gs — H( Esyd,;_r )dpi

i€p jEP

= HH( E‘?,‘ipj’ )dPi

jEP i€EP jEP

= Esf’d’}' (mod p).

jeEP

hence

Since the non-interactive poof in the scheme is zew kn(wledgelm , 50 it won't leak the secret o or ;. Ac-
cording to the discussion about the security of the scheme in Ref.[ 6] and Ref. [ 8] , we have the security theorem.
Theorem 4 (PVSR security ) Under the assumptions that computing the discrete logarithm is infeasible and
EIG amal-like encryption systems is unbroken, the scheme won t disclose the shares and new-shares and any unautho-

rized subset in 4" and A "2 can obtain the shared secret.

6 Conclusion

This paper proposes a PVSR model and presents a PSVR scheme based on Ref. [ 6] and Ref.[ 8]. In the
scheme, we needn t build any secret chamel between the dealer and every participant, between the participants at
the different distribution levels. In the public system, the scheme is convenient since the participant in the scheme

wont need to have one more key pair. The validity of a participant s share (new-share) can be checked not only by
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itself but also by all other participants on the condition that they dont know the share (new-share). Thus, the

scheme can prevent the cheating behavior.
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