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Abstract About 500 million of smart mobile devices have been sold in China because of the new
architecture, secure mechanism, rich sensors, and applications. However, the new features cause a
new secure problem named smart mobile device covert channel, which is more dangerous than the
traditional attacks and leaks users’ privacy. At the present stage there are no elimination and
mitigation methods. In this work, the Android covert channels are classified into two models

including the shared resource-based Android covert channel and the sensor-based covert channel.
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The latter one has been carefully studied in this work. The new secure features of permission

mechanisms is analyzed and extended to protect the sensors. A new mitigation approach for sensor-

based channel is designed and implemented, and the experiments show that the covert channel can

be mitigated perfectly.
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choose whether they want to allow the application to do this. — >

< stringname = “ permlab_sensor_enable” > sensor enable < /string >
<! — Title of an application permission, listed so the user can
choose whether they want to allow the application to do this. — >

< stringname = “ permlab_sensor_info” > sensor info < /string >
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SENSOR_ENABLE" ) = = PackageManager. PERMISSION_GRANTED) |

Log. e( TAG, “ permission SENSOR_ENABLE” ) ;

f

Log. e( TAG, " checking

android. permission. SENSOR_INFO" ) ;

if ( (flag= =1) &&

( context. checkCallingOrSelfPermission ( " android. permission.
SENSOR_INFO" )

| =PackageManager. PERMISSION_GRANTED) ) |
Log. e(TAG," demo no android. permission. SENSOR_INFO" ) ;
throw new SENSOR _ INFO

SecurityException  (“ requires

L,
permission” ) ;

l

i
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Fig.5 Sensor data got and sent by Apps via covert chanel

Ee6 TS

E R 518313 Android [R5 1E

Fig. 6 Android sensor data got by malicious server

IR G 1R R SR IR

via covert channel

HWR, 7E Android £ 48 INE %t Sensor 1%



674 R R AR

RV

SR RIEE 7 0 A RR A AL R S
Android W JHFEF , 7F AndroidManifest. xml FP sl
PIARR, 40 R B

#EL PR B

< uses-permission

android ; name = " android. permission. SENSOR_INFO" / >

< uses-permission

android : name = " android. permission. SENSOR_ENABLE" / >
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PAESHHEAT 2% B ATRCR A 7 R UEWT AT L
A3 SENSOR_INFO AU FR , 1 F #2 77 F2 )3 B 1E #
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Fig.7 Result of sensor using the right permission
of Android APP
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