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Unified authentication technology in cloud storage environment
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Abstract We study the technology of unified identity management and the user authentication &

authorization in the cloud storage environment. We propose a cloud service scheme for the unified

authentication and identity management, which provides the security assurance when users enjoy the

cloud storage and application services in the cloud environment.
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Fig.1 Framework of the unified authentication

and identity management system
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Fig.2 Component modules of the unified authentication and identity management service

2.4 RGAMZEN
G—INIES B EMAGHE — B EHR
% F—INES S E RS U P E 3
BB AL Horp

1) i—ShEHAG EEHFITHI TS
y ey I g — 4 H, P B0 H Web
R 55 FH P ERLIR 55 5 R A 3L R 55 4 R0
RS A AN, BB RGE T Web IR 55
Jr SRR O AL R T P B E B
BOH ) P B OMEH Web RS 28 W P4
R A E B P ARSI 3 AL
ERLAYHE O IR RS — e R A 4
FHP By 3 Web Ik 5 #3842 4t 0 418
M GETEETAE A BRSS9 EL b)) SR A B IR
% EENTUE MGG — IR S B SR
Bl ARG IR 2 AR T & B P A B IR
55w LRUVESR IR 55 AR SR AT o) HIP A BRI
55w FEATTHWON P S B 3 Web Il 55 4% 5%
AR S B I FEaE 2 £ds e, Wl ie 5
Mk 55 2 Ger i [R5 B2 B R 1 s R 20,
5 DI FH 2R G5 R 20 B8 0 P 8508, D SOKs B
() FH P 85 [F) 20 2 45l 55 R ge . FH P A HUIR
Fonih 5 CA REHAITACH., H 3056 BUIE A5 B |
WSS EAE. ) R P ARG 4 EEATTNEAS
W% RS ARALEL T LDAP AD Web Services Ff)
FE B AR .

2) B—iINiES B34 8 R 50 2SI
[ B B SR IIRE , FH A — DR I G | B B SR iR 55
ar P IERE FIR S a8 4. Horba) G—IAiE
G FEEHATH P B (5 B i, X P 44
A IAIE 3T UKey IIE A5 AIE S 2 B0 IE 7
K. b) BB SRR e E LI TR AU SR T R
PErg R, DB R TE A . o) PR
H 55 2 Rl 55 R G0 2% 1 5 i 5 T P 4
VER G P IAIESE 1, 4245 LDAP TAGIE  AD
AIE Radius TATFE4E.

3) HPBHR G P 505 B AIESE
IR BAUE B5F, Bl B E ARG TR B
FORGEd G A R 55 A% 5 A5k 55 R
PR [R5 | i 2k FH P A i) e 55 )l 55 R Ged
HEH PR B AR 55, 8 it 48— UE S S Bl
FRGES I P A TATIE LB 58

Gt —INIES B0y 48 B R G058 o U8 ok e
[F)20 P B P AR 4 1 50055 R 48
HATAE .

RGEHMEEANE 3 Fis. —I kS S
BHAGHSE— S EHARE NG —INIES S0
ARG AN, Hh 5 — B ERRSEE
B T P B E B P S HoAb 55 RGe ik
TP BED | 2B 46 H - 5y
RS REE AR, P AR H
5 B A



686 I RRE B

RV

3% L
HER (L mp
G—NEEHRS \ l

Viibakze: R

. I— T P
/| mrrspumvenss O\ [ - SN
s
i 2 —
(T3
CA |iE )
R4 |EE A .
FPNE || (s
’ P N &
7 WT ﬁf
-spEaRs | ol /
i i :
wrmpgn | HLOR FIPWERR | AR
[ W RS ]

B3 REGAMZEME
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Fig. 5 Network deployment of the unified authentication and identity management system
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