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Abstract  Currently desktop virtualization technology has become a focal point of the cloud
computing technology and we analyze the main virtual desktop systems. Considering the legal
requirement in communication security, we summarize the characteristics of the virtual desktop
transmission protocols and choose the SPICE protocol, based on KVM, to improve the transmission
security. In SPICE, the communication between the client and server can be secured by using
OpenSSL. We propose to support the China standard cryptographic algorithms including SM3 and
SM4 in the open-source project OpenSSL to ensure the security of virtual desktop system. The
experimental results show that our scheme can not only ensure the safety of the transmission, but

also keep good performance.
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