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Abstract 1t is difficult to find Boolean functions used in stream ciphers that can meet all the necessary
performance criteria. Recently, two classes of Boolean functions with many good cryptographic properties
have been proposed by Tu and Deng based on correctness of a combinatorial conjecture about binary
strings distribution (we call it Hamming constraint set). Tu-Deng conjecture has attracted much attention
from cryptographers. In this paper we give a new method to obtain the explicit formulas for the
cardinalities of some certain Hamming constraint sets, which partially proves Tu-Deng conjecture.
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Boolean functions hold great importance in the

Song J, Chen Y F. The cardinalities of some certain Hamming constraint sets[ J ]. Journal of University of Chinese
Academy of Sciences, 2015,32(6) .721-727.

nonlinear stream of bits for the encryption'''. Based

design of cryptographic systems. For example, in a
basic LFSR ( linear feedback shift register )-based
stream cipher,

a Boolean function is used to

combine the outputs of the register to generate a

on a long-term research, people have found that
Boolean functions used in a stream cipher should be
provided with some good cryptographic properties,

such as bentness, balancedness, a high algebraic
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‘23] For instance, in

order to resist against linear cryptographic attack'®'

degree, and high nonlinearity

Boolean functions must have a high nonlinearity,

and in order to resist against algebraic attack'™®
Boolean  functions need a high algebraic
immunity' ). That is to say, the research work on

cryptographic properties of Boolean functions is

closely interconnected with the security of
cryptographic systems.
difficult

functions used in stream ciphers that can meet all

However, it 1is to find Boolean

the necessary criteria, which implies that the
research of Boolean functions lags behind the
research of cryptanalysis.

More recently, two classes of Boolean functions

have been proposed by Tu and Deng''®'"") based on
correctness of the following combinatorial conjecture
about binary strings distribution.
Conjecture Suppose m and ¢ are positive integers,
m>1landl <t <2" - 1. Let S'( < m)
{(a,b)l a,be Z,0<a,b <2" -1l,a +b =
t mod( 2" 1), w(a) + w(b) < m}. Then
I S"(<m)l<2m

One class of the functions are bent functions

1002] " and  the

with maximum algebraic immunity'
other class of the fumctions have good properties such
as balancedness, maximum algebraic immunity,
optimal algebraic degree, and good nonlinearity.

The Boolean functions which are constructed
based on Tu-Deng conjecture have many good
cryptographic properties and Tu-Deng conjecture has
attention

attracted a great deal of

[11,13]

among
cryptographers A complete proof of Tu-Deng
conjecture is meaningful and significant, but it is
also very difficult. More and more researchers have
paid attention to the proof of Tu-Deng conjecture.
Tu and Deng'""! assumed the correctness of the
conjecture and checked it for m < 29 by developing

a transfer-matrix algorithm. Tu also investigated Tu-

Deng conjecture theoretically and experimentally and

obtained some general results in his doctoral
dissertation ). Cusick et al.'™ proved the
correctness of Tu-Deng conjecture under some

special conditions such as w(t) = 1,2, and
w(t') <2ift'is even, andw(t') <4 ift'is odd,
here i’ = 2™ — 1. They predicted that it was a
challenge to obtain a general counting. Cohen and
Flori"'*"7' gave the proofs of a variety of Tu-Deng
conjecture. Huang et al. "' gave the proof of Tu-
Deng conjecture under a few conditions by analyzing
the Hamming weight of the parameterzin S;'( <m).

In this paper, we present the explicit formulas
for the cardinalities of some certain Hamming
constraint sets with a new method. Based on our
results, we partially prove the correctness of Tu-

Deng conjecture.
1 Preliminaries

1.1 The binary
nonnegative integer

expression of the

A nonnegative integer @ can be written as
a, 2"+ +a,2 +a, ( mis a positive integer) ,
which is called the binary expression of a. @, ( =0 or
1) is called the ith bit value. We can simply write
We call it the m-bit binary
= 1.

The Hamming weight of a, which we write as

a = a,_"a,a.

m

expression of @ when a

m-1

w(a), is the number of 1’s in the binary expression

of a. Let 7,(a) express the minimum i satisfying

a; = 1 whena > 0. Let7,(a) express the minimum
J satisfying @; = O when there is at least one zero
among a, ,,"**, a,, a,. We extend 7, and 7, by

q q
setting Tl(ﬂ) = g and To(h) =gq.
So whena > 0,
7,(a) =0,7,(a) > 0 ais even,
T7o(a) >0,7,(a) = 0= ais odd.

We call a

conjugation of a, which we write as a. It is easy to

Seta, = 1 - a, ittt aa, the
see thata =2" —=1 —ganda = ¢ mod(2" - 1)=
a =cmod(2" - 1).

Let m and t be positive integers. Suppose m > 1
and 1 <t < 2" — 1. The m -derivative of ¢ is the odd
integer /(1) such that2” — 1 —¢ = 2'f(¢). It is easy
to see f(t) = 2" — 1 —twhentis even and f(t) <
2" — 1 when ¢ is odd.
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Let m and t be positive integers. Suppose m > 1
and 1 <t < 2" - 1.
integer ¢ is the integer / ( 0 < [ < 2" =1 ) such that
f(l) =1t Thatis to say, [ = 2" =1 = 2't, where
0<i<l1+log, (2" - 1) - log,t.

The m -integral of an odd

Remark From the above definition, we can see
that the m -integral [ of an odd integer ¢ is not
unique. But for a fixed m, the cardinalities of S} ( =
m) (orS]'( < m) orS'( > m) ) are the same. So
we do not request the uniqueness of the m -integral
of an odd integer in this paper.
1.2 The properties of Hamming weight
Lemma 1.1 Suppose a and m are positive
integers. Then

D w(2" »a) =w(a) ;

2)w(a-1) =w(a) +7,(a) -1

3)w(a+1) =w(a) —7y(a) +1;

HIfl <a<2"-1,thenw(2" -1 -a) =m -
w(a),w2" +a) =1 +w(a) ;

S)Ifl <a<2"-1,thenw(2" -1 +a) =
w(a) +7,(a) ;

6) In the binary expression, the following

properties are found

T.(a, > a,la,_ - aa) =7 (a,, a a),
To(by b0 by by by) = 7o(by_y=++ by by).
1.3 Hamming constraint set

Let m and ¢ be positive integers. Suppose
m>1,1 <1t < 2" -1 and £ is a nonnegative

integer. We introduce the following notations ;

S ={(a,b)la,beZ,0<a,b <2"-l,a+b=
t mod(2" - 1)1,

St(-k) = {(a,b) € S w(a) +w(b) - ki,
where “ +” represents the relation symbols <, =,
We call S"( -«
constraint set, and we are most interested in the set
S'( < m).

Notice thatb =t —awhena <tandb =2" -1 -

>, =, = k) the Hamming

a + t when a > 1. We can divide S into two parts:
St :(0,0),(L,e =1),-++,(2,0) ;5
Sty (e +1,2" =2), (¢ +2,2" =3),-,
(2" -2,0+1).

So we have

| SMl=2" -1,
S =t +1,
| Sh, 1 =2" -2 -t

Lemma 1.2"7 [ S"(+k)| =1 SI(+k) |, where

m >1land2 <2t < 2" — 1 and “+” represents the

relation symbols <, =, >, <, =.
Lemmal.3 | S'(=m) | =1 S'(=m) | and
I S"(<m) | =1S"(>m)!| +2, wherem > 1 and

1< <2" -1

Proof 1If (a,b) € S'( =m), thenw(a) +w(b)
=mwitha #0and b # 0. Sow(2" -1 —a) +
w(2" -1 -5b) =m-w(a) +m -w(b) = mand
2" -1 -a+2" -1 -b6=2" -1 -t mod(2" -
N=2"-1-a,2"-1-b) € S'(=m).

We can set up an injective mapping ¢: (a,b)
— (a,b) from S" (= m) to S"( = m). Sol S"( =
m) | <| S"( =m) . Sincer = 1, we have | S"( =
m) | <IS'(=m)!l. Thus| S'(=m) | =1 S*( =
m) |.

If(a,b) € S'( <m), thena +b =1t mod(2"
-1)andw(a) +w(b) <m. Sow(2" -1 -a) +
w(2" -1 -b) =m -w(a) +m —w(b) > mand
2" —1-a+2"-1-b=2"-1-tmod(2" -1).
This means (2" -1 —a,2" =1 -5b) € S'( > m)
except (a,b) = (0,:),(z,0).

We set up an injective mapping ¢: (a,b) —
(2" -1 -a,2" =1 -5b) fromS"( < m)\{(0,t),
(¢,0)} to S"( > m). Thus | S'( < m) | -2 <
I SP(>m)l.

If (a,b) € S"(>m), thenw(a) +w(b) >m
andE+I;E£mod(2"’—l)withJ#OandE#O. So
we have w(2" -1 —a) +w(2" -1 -0b) = m -
w(a) +m—w(l;) <2m-m=mand2" -1 —a +
2" =1 -b=2"-1+2"=1-(a+b) =t mod(2"
-1). Sincec;,l; < 2" -1, we have (2" -1 - a,
2" =1 -b) e S"(<m)\[(0,¢),(,0) 1.

We set up an injective mapping : (a, b) —
(a,b) from S'( > m) to S'( < m)\{(0,t),
(¢,0)}. Thus | S*( > m) I <I| S"(<m) | -2
This completes our proof. [l

Based on the above lemmas, we have the

following lemma
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Lemmal.4 Letm >1landl <t <2™ —1. Then
I S"(=m) | =I S}’(lt)( =m)l,

ISP C<m) =1 Sp,(>m)l+2,

1Sz (<m) 1 =1 8"(>m)l+2.

2 The cardinalities of some Hamming
constraint sets
Theorem 2. 1

m = 4, then
| Si(=m)l =5-2""
Proof Ifm =4and (a,b) € S;( =m), then0 <
a,b <2" -1,a+b=3mod(2" -1), andw(a) +
w(b) = m. First we know @ > 3. This is because if
a<3,wehaveb =3 —aandw(a) +w(b) <2 <
m. Froma >3 anda + b =3 mod(2" - 1), we
deduce b = 2" -1 - (a - 3). Since
w(a) +w(b) =w(a) +w(2"-1-(a-3))

w(a) +m —w(a -3)

Suppose m is a positive integer. If

=m,
we have w(a) = w(a - 3).
w(a -=3) =w(a -2) +7,(a -2) -1
=w(a -1) +7,(a =1) +7,(a =2) -2
=w(a) +7,(a) +7,(a -1) +7,(a -2) -3
Sow(a) = w(a —3) indicates 7, (a) +7,(a - 1) +
7,(a =2) =3. We solve this problem in two cases:
1)Case 1: ais even.

In this case, we haver,(a) >0, 7,(a-1) =
0,7,(a=-2) >0,7,(a) +7,(a=-2) =3. So we
have 7,(a) = 1,7,(a =2) =2o0r7,(a) =2,
7,(a-2) =1L
1.1) When 7,(a) = 1 and 7,(a - 2) = 2, the
binary expression of @ must have the form of @, -
a,;110, which means the number of a’s satisfying the
conditions 7, (a) = land7,(a —=2) =2is2"".
1.2)When7,(a) =2and7,(a -2) =1, the binary
-+ a,100,

which means the number of a’s satisfying the

expression of @ must have the form of a,_, -
conditions 7, (a) =2and7,(a -2) = 1is2"".
2)Case 2: a is odd.
In this case, we havet,(a) =0, 7,(a-1) >
0,7,(a-2) =0, 7,(a - 1) = 3. So the binary

expression of @ must have the form of a,,_, -+ a,1001,

which means the number of odd a’s is 2" ™.
Based on the above deduction, the cardinality of
Sr(=m)is2+2"7 +2"* =5-2"" when m = 4.
L]
Theorem 2.2 Suppose m is a positive integer. If
m = 4, then
| ST (=m)l =7-2""*+2"7% -2,
Proof If m = 4, it is easy to see S;( = m) =
{1 (4,14),(5,13),(6,12),(7,11),(9,9),(11,7),
(12,6), (13,5),(14,4)}. Sol Sy(=m) | = 9.
Ifm >4and (a,b) € S;(=m), then0) < a,
b <2"-1,a+b=3mod(2" -1), andw(a) +
w(b) = m. First we knowa > 3. This is because we
have b =3 —aandw(a) +w(b) <2 <mifa <
3. Froma > 3 anda + b =3 mod(2" - 1), we
deduce b = 2" -1 - (a - 3). Since
w(a) +w(b) =w(a) +w(2" -1 -(a-3))
=w(a) +m -w(a -3)
=m,
we have w(a) = w(a - 3).
w(a-3) =w(a-2) +7,(a=-2) -1
w(a-1) +7(a-1) +7,(a-2) -2
w(a) +7,(a) +7,(a-1) +7,(a -
2) - 3.
Sow(a) = w(a —3) indicates 7, (a) +7,(a —-1) +
7,(a -2) <3
Ifr,(a) =3, thent,(a) +7,(a-1) +7,(a
-2) =23 +1 =4 So7r,(a) =0o0r 1 or2
(see below).
1) 7,(a) =0.
We know @ and @ — 2 are odd, so we have
T,(a-1) <3.

Suppose the binary expression of a is a,

asa,a,1. Then a - 1 = a, --a;a,a,0. Since

m-1"
7,(a - 1) < 3, there is at least one 1 among a,,

a,, a,. Thus the number of a’s satisfying the
condition 7, (a) =0is2"™* - (2’ —1) —2. Here we
remove the casesa = 1---1 and a = 0---011 = 3.
2)7,(a) = 1.
Suppose the binary expression of a is a,

a; a,10. Thena -1 = a, **a;a,0l anda -2 =

m-1

a,_ 1+ a;a,00. So7,(a) +7(a-1) +7,(a-2)

m
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=1+7(a-2) <3=7,(a-2) <2. Then we

have a, = 1. Thus the number of a’s satisfying the
condition 7, (a) = 1is2"".
3) 7,(a) =2.

Suppose the binary expression of a is a, ;-
a;100. Thena -1 = a, ;- ;011 and a - 2 =
a, -+ a010. Sor,(a) +7,(a-1) +7,(a=-2) =
2 +0 +1 = 3. Thus the number of a’s satisfying the
condition 7, (a) = 2is2"".

Based on the above deduction, when m > 4,
the cardinality of S} (= m) is

2" (2P 1) =2 422"
=7-2"" 42" 2, O
Theorem 2.3 Suppose m is a positive integer. If
m=4, thenl Sy(<m)l=5-2""+1.
Proof Suppose m = 4. Since| S} | =2" -1, we
have
' ST(<m)l =2"-1-18(=m) |
=2" -1 =7.2"" 2" 12
=5-2"" 4+ 1. O

Suppose m = 4. Since f(3) =2"7 -1 and the
m —integral of 3 is2" -1 -3 2" (0 <i <
1 + log, (2" = 1) —log,3 ), we have the following
corollary.
Corollary 2.1

integers. If m =4 and0<i<1 +log, (2" -1) -

Suppose m and i are positive

log,3, then
I Sy (=m) |l =l Spn(=m) | =5-2"",
| Spo (>m) =1 Sy oo(>m) I =5-2"" 1,
| Spo (<m) =1 Sp o <m)l =2"2 4277,
Theorem 2.4 Suppose m is a positive integer. Then
|S;”(=m)|={ 2, ifm =3,
\ 2m? ifm = 4.
Proof If m = 3, it is easy to see Si( = 3) =
1(3,2),(2,3)}. Sol Si(=3)1=2.
Ifm=4and (a,b) € S5 ( =m), then0) < a,
b <2"-1,a+b=5mod(2" -1), and w(a) +
w(b) = m. First we knowa > 5. This is because we
haveb =5 —aandw(a) +w(b) <4 <mifa <
5. Froma > 5and a + b =5 mod(2" - 1), we
deduce b = 2" -1 - (a - 5). Since
w(a) +w(b) =w(a) +w(2" -1 -(a-5))

w(a) +m —w(a -95)

=m,

we have w(a) = w(a -5).

w(a-5) =w(a-4) +7,(a-4) -1
=w(a-3) +7,(a-3) +7,(a -4) -2
=w(a-2) +7,(a=-2) +7,(a=-3) +

T,(a -4) -3
=w(a-1) +7,(a=-1) +7,(a-2) +
T,.(a-3) +7,(a-4) -4
=w(a) +7,(a) +7,(a-1) +7,(a -
2) +7,(a-3) +7,(a-4) -5.

Sow(a) =w(a —-5) indicates 7, (a) +7,(a -1) +

7.(a=-2) +7,(a-3) +7,(a -4) =5.

If 7,(a) =2, suppose the binary expression of

-+ a; a,00. Thena -2 = a, -+ a,10 and

a,00. So 7,(a) + 7,(a - 1) +

7.(a-2) +7(a-3) +7,(a-4) >2+1+2 =

5. This is because one of 7,(a) and 7,(a — 4) is

aisa

m-1

a-4=a,, -

larger than 2. Thus 7,(a) = 1 orO.
1) Whent,(a) =1, ais even and 7,(a - 1) =
7,(a-3) =0.

When 7,(a) =land7,(a-2) +7,(a—-4) =
4, 7,(a) = lindicates7,(a -2) =2. If 7,(a) =
land7,(a -2) =2, thent,(a -4) = 1, which
contradicts to 7, (e —2) +7,(a —4) = 4. So only
7,(a) =1,7(a=-2) =3, and7,(a-4) =1 can
satisfy the conditions. Thus the binary expression of
a must have the form of a,, -+ a,1010, which means
the number of a’s satisfying the conditions 7,(a) =
land7,(a -2) +7,(a -4) =4is2"™",

2) When7,(a) =0, ais odd.

In this case, we have 7,(a) = 7,(a = 2) =
7,(a-4) =0,7,(a-1) >0,7,(a-3) >0, and
7.(a=-1)+7,(a-3) =5. Sincer,(a-1) =2or
3 indicates 7,(a - 3) = 1, which contradicts to
T(a-1) +7(a-3) =5,we haver,(a-1) =1,
7(a=-3) =4or7,(a-1) =4,7(a-3) = 1.
2.1)When7,(a -1) =land7,(a -3) =4, the
binary expression of @ must have the form of @, -
@510011, which means the number of a’s satisfying
the conditions 7,(a = 1) = land7,(a -3) =4is
2",

2.2) When7,(a-1) =4and7,(a -3) =1, the
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binary expression of @ must have the form of @, -
a510001 , which means the number of a’s satisfying
the conditions 7, (a = 1) =4 and7,(a -3) =1is
2m—5

Based on the above deduction, the cardinality

of S{( = m) is 2" 422" = 2" whenm = 4.

L]
Theorem 2.5 Suppose m is a positive integer. If
m =3, then| S (=m) | =2""+2"" -2,
Proof Ifm = 3, it is easy to see SI'( = m) =

1(2,3),(3,2),(6,6)}. Sol Si(=m) | =3.

Ifm >3and (a,b) € S{(=m), then0 < a,
b <2"-1,a+b=5mod(2" -1), and w(a) +
w(b) = m. First we knowa > 5. This is because we
have b =5 —aandw(a) +w(b) <4 <mifa <
5. Froma > 5anda + b =5 mod(2" - 1), we
deduce b = 2" =1 - (a - 5). Since
w(a) +w(b) =wla) +w(2" -1 -(a-5))

=w(a) +m-w(a -5)
=m,

we have w(a) = w(a - 5).

w(a-5) =w(a-4) +7,(a-4) -1
=w(a-3) +7,(a-3) +7,(a-4) -2
=w(a-2) +7,(a=-2) +7,(a-3) +

7,(a -4) -3
=w(a-1) +7,(a-1) +7,(a-2) +
T7(a-3) +7,(a-4) -4
=w(a) +7,(a) +7,(a-1) +7,(a -
2) +7,(a-3) +7,(a-4) -5.

Sow(a) Zw(a -5) indicates 7, (a) +7,(a -1) +

T,.(a=-2) +7,(a-3) +7,(a -4) <5.

If 7,(a) =2, we suppose the binary expression
ofaisa, ,+-a;a,00. Thena -2 = a,_,*-+a,10 and
i a,00. So7 (a) +7,(a-1) +7,(a
-2)+7(a-3) +7(a-4) >2+1+2 =5.
This is because one of 7,(a) and 7, (a —4) is larger
than 2. Thus 7,(a) =1 or 0.

1) When 7,(a) = 1, we suppose the binary

a-4=a

expression of a is a,_,***a;a,10. Then we have
a-1=a, a;a,01,
a -2 =a,  a;a,00,
a-3=a, - bya,ll,

a-4=a, b, al0,
where b, = a; or b, = a,.
1.1) If @, = 1, the number of a’s satisfying the
condition 7, (a) = 1is2"".

1.2) Ifa, =0, then a; must be 1. Thus the number

of a’s satisfying the condition 7, (a) = 1is2"™*.
2) When 7,(a) = 0, ais odd. Suppose the
binary expression of a is a,,_,**-a,a;a,a,1.
2.1) Ifa, =0, then we have
a-1=a,, a,a;a,00,
a-2=a, " bb;a,ll,
a-3=a, byb;a,l0,
a-4=a, -bb, a0l,
where b, = a, orb, = a,.

i i

There is at least one 1 among a,, a; and a,.

Thus the number of @’s in this case is2"7 + (2° —

1) — 1. Here we remove the case a = 0 --- 0101
=5.
2.2) Ifa, =1, then we have

a-1=a, - a aya,l0,
a-2 =a, " a, a a01,
a-3=a, " a, aya,00,
a-4=a, b, bya,ll,

where b, = a, orb, = a,.

There is at least one 1 among a,, a; and a,.
Thus the number of @’s in this case is2" « (2° = 1)
— 1. Here we remove the case a = 1---1.

Based on the above deduction, when m = 4,
the cardinality of S5'( = m) is

2" 2"t 2" . (27 - 1) -1+
2" (2P —1) -1 =2"" 42" -, L]
Theorem 2. 6 Suppose m is a positive integer. If
m=3,then| Sy (<m)l =2""-2"" +1.
Proof When m = 3, since | S | = 2" - 1,
we have

I Si(<m)l =2"-1-1 S (=m) |

=2" -1 =2 —2" 42
=2"" —2"7 41, ]

Suppose m =4. Since f(5) =2"" =3, f7(5)
=2"7+1,f°(5) =3-2"7 -1 and the m-integral
of 5is2" =1 =5-2"(0<i<1+log(2"

- 1) -log,5 ), we have the following corollaries.
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Corollary 2.2 Suppose m and i are positive
integers. If m =4 and0<i<1 +log, (2" -1) -
log,5, then

| Spas(=m) | =1 Sy, (=m) |
=1 ?-211173_1( =m) | =l ;"—1—5-21'( =m)l = 2",
Corollary 2.3

integers. If m =4 and0 <i <1 +log, (2" -1) -

Suppose m and i are positive

log,5, then

1St (>m) | =1 Sys (> m)l
=1 S0 (> m) I =2m —2m o
1St (<m)l =1 Ss, (< m)l

=1 Sh s <m) | = 2m! ,
| St (>m)l =2"" -2,
I Sy, (<m)l =2m" 2" 41,

Using the above method, we can also calculate
the cardinalities of S7( = m), S;( = m), and
ST( < m).

Corollary 2.4 Suppose m is a positive integer. If

m = 7, then

| S"(=m) | =21-2"°,
| SP(=m) | =2"-21-2"°" -2,
I SP(<m)l =21+2"°+1.

3 Conclusion

In summary, Boolean functions based on Tu —
hold a deal
cryptographic properties, but it is a challenge to give

Deng conjecture great of good

a complete proof of Tu-Deng conjecture. In this

paper, we present the explicit formulas for the
cardinalities of some certain Hamming constraint sets
using a new method. The results partially prove the

correctness of Tu-Deng conjecture.
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