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Abstract An unconstrained optimization method is proposed to attack the double phase encryption
system. Under the condition of knowing the plaintext, the new attack method builds an unconstrained
optimization model and gets the accurate phase key via this model. Using the acquired phase key,
the attacker decrypts the followed cipher. The new attack method transforms the problem of attacking
the double phase encryption system into an unconstrained optimization model. The new attack
method replaces Hessian matrix by quasi-Newton matrix to avoid computation of the reverse of
Hessian matrix. The new attack method has fast convergence speed and strong robustness, and it is
not too sensitive to the original values of the variables. This attack method can be applied to other
encryption systems.
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