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Abstract It is very important to accurately acquire information of the web server and deployed
application for website security testing. Since the web server’ s Banner was apt to be modified, we
used the black-box testing method to analyze major web servers, and then selected web server’s
fingerprint which could prevent Banner cheating. Since the web application’ s keywords were apt to
be deleted, we used the source code audit method to analyze major web applications, and then
selected web application’ s fingerprint, which was associated with its function, and built a web
fingerprint database. Furthermore, a web fingerprint identifying tool WebEye was designed and
implemented. Experimental results show that WebEye faster and more accurately identifies the web
server and application than similar tools, and it has good scalablity.
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Fig.2 Pseudo code of algorithm identifying web server
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Table 3 Target web applications and part of their fingerprints for testing
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Table 5 Comparison of fingerprints selected using different web fingerprint identification tools
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