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Abstract Based on the fine-grained binary dynamic analysis platform, we propose a taint analysis
method to construct the software behavior model using the system call arguments. Firstly, the
method obtains the associations between the arguments, between an argument and a local variable,
and between an argument and a foreign data through monitoring the applications running and tracking
the taint propagation of system call arguments at the instruction level, and then the taint propagation
chains between arguments are generated. Secondly, a software behavior model, which covers
control-flow and data-flow, is built according to these chains and system call sequence. Finally, the
experimental and analytical results demonstrate that this model can be used to detect stealthy non-
control attacks.
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syscalll (varl);

{varl AT ELRE S ¥l R A {E
non_syscall_codel;

IHFR GRS
var2=non_syscall_code2(varl);
non_syscall_code3;
syscall2(var2);

Ivar2 R ik 28

int authenticated = 0;
syscall(var);
/iread BLF recv REWH]
non_syscall_code(var);
/1#E 2 authenticated
log(authenticated);
/144 authenticated 5 AL
ifi authenticated)

operation;

/fopen, wirte, upload or download “§#:ff

(a)

(b)
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Fig.1 The associated program modes between system call arguments and the non-system call and

between system call arguments with the local variable
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sys_call_number ,sys_call_name,
{argument[ 0] ,--, (2)

argument| parameter_number ]} |
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(PC;,sys_call_number) > | (3)
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Transitiong, <& O ;
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Transition g, «—Transition g, U

{S(PC,,sys_call_number) ,S(PC;,sys_call_number) >} ;

%

for(" < (sys_call_number ,pc; ,argNum) , (sys_call_number ,PC; ,argNum) > e TL )

[/ = BIMBES SRR e 4l = /
Transition g, «—Transition g, U
[ (PC,,PC; ,argNum ,argNum ,taintPropag) | ;
%
showFSA () ; / = By XML & =0 FSA AR « /
}
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void ModelCheck ()

%

SysCallEvent = preSysCall = NULL;

/& FIWE— D RGPS FSA AHILHL « /
if( SysCall,. PC € {q,| N SysCall,.S € {S} )

Anomaly =0;

else

Anomaly =1
preSysCall = SysCall,;

for(i=1;i< =n3i+ +) /= F{E ARG RERIG—DRGEIH] =/

[/ = KIS RGP R AT T I RS R 25 1, I 57 1 AR AR B A = /
bool checkTrans_base ( SysCallEvent
* preSysCall , SysCallEvent # SysCall;, FSA = fsa) ;
/KRB IS RGP IR AT 5 15 SAE TR 25, Ao R R EA « /
bool checkTrans_taint( SysCallEvent = preSysCall, SysCallEvent
* SysCall;, FSA # fsa) ;

preSysCall = SysCall; ;1 |

#include <stdio.h>

("myfile.txt","w");
if (pFile!=NULL){
printf{"input string \n");
fputs ("fopen
example” pFile);
felose (pFile); )
sleep(2);}

return 0;}

close(3)=0

op={type=1, usage=0, length=4, addr=00000003,
value=00000003, tainted=0000000000000001 records
= { {taintPropag = 0, numRecords = 1, taintBytes =
isource = 15, origin = 114451, offset = 3} }}
sx%2353Rotum Value*+##*##

op={type=1, usage=0, length=4, addr=00000000,
value=00000000, tainted=000000000000000f records
= | {taintPropag = 20, numRecords = 1, taintBytes =

{source = 14, origin = 161558, offset =0} } |

name(open) seno(5) pe(0)

int main (){ srresrssrresCallName: close, CallNum : 6 offset(3) argOrret(15)

FILE * pFile; ot i o argnum(0}):

while(1)4 #### This is the Oth parameter ##### (pei2),senol 197),name fstat
pFile = fopen AR ARGU REG TYPE*###*# 64), source( 14), argNum(0),

taintPropagate(()))-=
(pe(4),5eno(4),name(write),
source( 14), argNum(0),
taintPropagate(0))->
(pe(5),5eno(6),name(close),
source( 14), argNum(0}),

taintPropagate(())-=

(a)

(b)

(c)
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Fig.3 The sample program, the information of the system call “close” , and the taint propagation chains of parameters
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LA D e
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i o i)({»ﬁ}fp@__] )
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NEPINC R HEE AR
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?PO,F 00).P6.P(6.0).28)
m,PEn.n 1>6,p%6_| 3

(P10P(100).P10.P(11),0)

B4 ‘REIFERFH FSA #HEE
Fig.4 The FSA model of sample program
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Table 1 Detection reasons for non-control attacks
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WU-FTPD W A% X F AR RS IR pass() AP RG] setuid () SEUF getdatasock () Y setuid () 42
userid %2 [BI A 75 R AE %

Netkit Telnetd e IR execve BT BRI AT S execve () SEURIAYTS M ALHE ;
b5

Fingerd 54 R WA L4745 open () SHLIE] 1915 5iAEHE 5

GNU rm Fsa it WIRAR247 5 unlink () X rmdir () ZHC0E 75 S5 5

Synthetic Yot U R Y stderr 5 Open () fY3R MF 22 8] JE A A V5 SAG KL R

Null httpd i R 55 25 e B Ao IR HTTP POST 33K Hh 5 CGI-BIN Jit & 8] 75 s AL 4% 5

Ghttpd ek P i A B0 log() 4t HHE K GET 53K EtE serveconnection () H1HY ptr Jay R4St ) 15 s A% 4% 5

Sudo CVE-2012-0809 6 XA TAF R I sudo_debug( ) i@ 1T getprogname () I argv[ 0] 55 fmi2 Z [AIFEAETS SALHE R

Nginx CVE-2013-2028  FZ8 i IX ¥is H Ie ) IR AT 2475 ngx_http_parse_chunked () 2RI A9 75 mAERE LR

Nginx CVE-2013-4547 AR IR ngx_http_parse_request_line () H' url 24505 fastegi M5 ALK IR

Heartbleed[ 22 ] G A X Vi L TR IR memepy () &R HLIEFE 515 payload Z [ 75 SRR G R

Shellshock[23 ] EAR S Ty PRI R 1) bash Y A& I 995 i 4%4%

6.2 F[RRbAYIERE BT EE T & B A
AT LT 2 AE R R EE R
BB (1) B8 5261, S 40 156 I SCRR 6-7 ] rhfiads iy 25
A 512 TG A ) sk 2 At 18 D A ) 2
AR B B A A
&5 R B IE DR SO s BT
{4448 & MakeHashFile [)Z%51, % H##47 hash 4%

e, SR 5 B PR T FE , A SR 6 3 5 ) A
PAZHU hash {E 4 44 1 SCRY AR A7 BB SO 24
FRo F)7 A 50 B B 1k S5 S 44 9t bl
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1: #define PASSWORD "12345678"
void MakeHashFile{char * password FILE* fp){
char var1[256];
2:  char var2[20];
3: char passbuf8];
4:  fscanfifp,"%s" varl);
5:  sprintfivar2,"%x" MakeHash(var1));
//MakeHash() 3T 4F o 4 e — - g 8
6:  strepy(passbuf,password): /3 HY 3 7 var2
7:  ifistrnemp(passbuf, PASSWORD,
strlen( PASSWORD) ==
8: FILE* fp2= fopen(var2,"w"});
9:  fwrite(varl,lstrlen({varl),fp2);
felose(fp2):} §
void main(){ char password[1024];
FILE * fp;
FILE * fp2;
10: fp=fopen("password","r")))
11:  fscanfifp,"%s" password);
IIpassword {824 12345678a.exe, ¥5 0 B A8 it
12: fp2 = fopen("filename”."r");

13: MakeHashFile(password.fp2); }

ES5 $xRREFPAASHSERZER
S TES PRy
Fig.5 Attack to the program lacking of association

between system call arguments and non-system call arguments
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B A4S if T A I B DAUE IR O I, T8k
ATLABk Y while 3R 0FT BRBICRI A8 5. R
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void do_authentication(char * user, ...){
1: int authenticated = 0;
2: while(!authenticated)

/*Get a packet from the client */

e

: type = packet_read();

/! calls detect_attack() internally
4 switch(type) |
5: case SSH_CMSG _AUTH_PASSWORD:
[ if ( auth_password({user,password))
T authenticated = 1.

CHSC..}

8. iflauthenticate) break:}
/* Perform session preparation */

9: log(authenticated); //write authenticated to file

10: do _authenticated (pw);}

6 HNRERFAASHUERDLEEXRKNE
Fig.6 Attack to the program lacking of association between

system call arguments and local variable
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