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Abstract Directed testing of specific behaviors for Android applications is usually used to detect
privacy leak, remote control, or other malicious behaviors. In order to solve the problems of the high
failure-rate and large time-consuming of the present approaches, an automated testing method that
uses target API invocation to represent the application’s behavior is proposed. First, the method gets
the invocation paths to the target API by using static analysis. Then dynamic testing is adopted to
exclude extraneous components and GUI elements, and the application is driven to automatically run
along the specific paths to reach the target API invocations and the specific behavior is triggered.
Experimental results show that the method achieves a high efficiency.
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startActivity
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com.example.buttontest. MainActivity

onCreate():
$r3.<android.widget.Button: void
setOnClickListener(android.view. View$OnClickListener)>($r6);

onClick():

$r2 <android.content.Intent: void
<init>(android.content.Context,java.lang.Class)>($r3, class
"com/example/buttontest/SecondActivity");
$r3.<com.example.buttontest.MainActivity: void
startActivity(android.content.Intent)>($12);

!

com.example.buttontest. MainActivity

startActivity

com.example Buttontest.SecondActivity
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Fig.1 Parsing codes for getting node information
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5: get new GUI
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