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Abstract Due to the inability to effectively deal with the representation of categorical variables in
intrusion data, the network intrusion detection has low accuracy and high false negative rate. A
method combining entity embedding and long short-term memory network ( LSTM) is proposed.
First, when the data is preprocessed, the numerical variable data and categorical variable data are

separated, and the categorical variable data are mapped into an Euclidean space by using the entity
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embedding method to obtain a vector representation and then this vector is embedded into the

numeric data to get the input data. Then, by inputting the data into the long short-term memory

network , the parameters are updated by time back propagation. Thus the optimal embedded vector is

obtained as the input feature, and a relatively optimal detection model of the LSTM network is also

obtained through training. Experiments are carried out on the data set NSL-KDD, and the results

show that entity embedding is an effective method to deal with categorical variables in network

intrusion data. The model composed of LSTM network effectively improves the detection rate. In the

processing of categorical variables, the accuracy of detection using entity embedding method

increases by 1. 44 percentage points and the false negative rate decreases by 2. 99 percentage points,

compared with those using the traditional One-Hot coding method.

Keywords

Wil 0 DO ) 2 R T 46 1 RIS ke K i
Z I Do 25 o OR824 1B AL 1Y
L2 A AR 14 58 B A R ™ B U
W, PR 285 AR AN B 5 52 B FA , 1 N AESE
MR Z — o RE AAREAGHIN] T S S i 2ok i B s e
P 28 RS RAE B B8l | ARG A R X6 T i A A
BRI T 28 S SR, 7E B A BE R 4R
21 A 0 28 R KA R BEAS S — b B AT 73 2878 R
(2R AL AR 2 | B4R DL AT =l 4 Fn g 21
R , SICRA R YRR JE A AT AR AN R A
AR EE R A B Hh B R UL I R B AR R A AR
i, FEM R EE T AR IR
PN EEHEAF LI (] A% 18 55 K Ul i SO Y
YOG T B2 R RRIE T LB s B2 16
VFZRHE L BELL 7 27 R A oo Bl , 30
FRAEEATH CME R, X L5y 288 0 SRR
WAL (TCP ,UDP [ ICMP) | W 2% il 55 iy 28 B | &)
2K PR SRR IR

UEAEA, T RS A M RE T AL 5 1Y
B, TR~ T A A AR A I s ofe 82 o 22 )
WESE 0715 R 5 2 B R A S ORI 73 2K e 4 5
—AMHEZE R REWE A Sl T i B dl v 22 ST R
g R 1Y 5 AR o 2R IR R R R A 8K
MIIRAE . N T 5 2 SRS R E RiT I 22 8] A AH B
MR ZR K RAE W 2R SRR AE A K IR e A
7 Tang 4550 F1 Yin 25 32 HY 00 336 05 4o 20 ) 4%
(recurrent neural networks, RNN) fE7Y 7 20kG
I YA 3 1% [ I S 308 e 7 A8 194 5 i =2 [
X R R TR AT SRy S ORI AR A b i/ 1 #8
RUBIAE, (HJE RNN B i AR 7R B0 B2 2% [R] 8, AR
MERK I P I RAER R . 0 T2 2T MRS Z 8] Y
R Staudemeyerm P& K 25 0 o AR

entity embedding; LSTM; intrusion detection; categorical variables

N —AHAT W 5 2 7 ik i ] 81, IR
B i 12 ™ 4% (long short-term memory network ,
LSTM) , S2 56 7 KDD Cup 99 ¥4 4E b, BF T
LSTM [ 266 38 128 X 90 485 PR 28 AR I 25080 14 Pl P 4 A1
A7 2], T LU A%k Ak P v 48 1) R AIE R0 25K
SRR R REE

N T AE RS ARSI T 5 I R 28 AR K
PErh o S AL i AR R R ) — 26 X 2% AR AG I 5
T B0 Tang 451 4 L 30 f5E A S A 0 VR o
2B | Vinayakumar %) 4 —Fh 4 i 2
PZEAG IR T 25, X SE TR I 2 ) Sk v, Bt
PUAR PR, X6F 90 265 AR B8l T o0 28 AL e i Ak BT
LA AE ] One-Hot 4 A0 %f 43 S8 15 ft R4 7 %
e, ALFRHN One-of-k i, B & AN [R5 A1 2 &
ANHTG R, e R —AMER 1, 1k
JETE R R o X RIS IE BARAR I T et
ANk B3 2R B R B TR, AR R T e
MERIFE R B UL RS | (A A AR AL 1 3 1 —
TEBIREINACR o AR TVF 2 SRR Y 732
A5t FEAE SR 1, One-Hot 4 fith 2% {1 15 4 F 25 [7] 42
PR, AT 7™ A DR ) g il , S B0 BT
FRTR 2% ; UK, One-Hot i X 13 73 28 7% &t () AN [F]
ERSERMAL ) FEEZ M T BN Z EIfE R
o SARFRAE— TR 0 27 N B O LA
ZS ] AR — AN 28 I 4 T bR o B 2 T
T2, A e 15 21 BB 4 E AR, AL RE AT B R
PP BB R 3% 25 14 1) i, 300 BE A TR P A2 4l A0 1
ZIHPXKFR . 5 One-Hot Zfidh#H L, SEAAR R A AN
A8 T A B, iR 1 i 22 I 4 A TR
JE TERE AR AT TR RS BT, SEAR A
i BE T MY Bl 2 28 A Tz A

ST UL, 8 T e R GE 7 % 1 25 A



5 4 4]

IR, 25 T AR AR L 9 44 B AR )y v 555

AN 73 278 B AR B B AR SORF SRR A
A7 T 9 28 AR AS DN , T ) 45 5 TR B2 27~
HLSTM [0 265 7 AR AGH I v Ak e 4 | i
[ PEFA 2 R — e T S A AR LSTM AR 2
BT KOS AL B 4 2 AR R A
ISR Ferp A 7 288 B AR A B — A [
TE RN )82 [, SR (0 Tl 228 I 45 A 22 o
SR, ARSCH I 25 BERLR ] LSTM R 4% K
a5 2 R Bl A LS S e —
L, SR JERE X A i A B R R I 5114 2] LSTM
P28 I s AT | (75 BT A9 LSTM ) 25 1% 2|
B AT IO 5 72 NSL-KDD $di 4 [t
Fr gl , et s A i i A 4R i 1
BELSTM [ 45 14 B 1 a5 R0 = ~) 3 453 31— 4>
FHXTRLA B LSTM [ 2% | SR Ji5 %F L One-Hot i i
Xt P 45 i AR K TP o0 A i BAL BT
S UE S M AT I 245 A AR K 73 2 A B
AR, R, 454 LSTM MZ5 3511 —Fh [ 2% A
A IS, $ e 1 G A vERf %

1 AXHE

L1 SEEHRA

SEARER A (entity embedding, EE ) J& K pREIT
AR RS A 208 728 S5 81 DL LA 25 ), X b
BRSPS A — o 2 100 245 v B s oA M 2 ) e A
P2 28 RIS T SRR AT R AR — D e
FEHM IR ARk, KR R A R B
AR P BT R SR A AR
HA RS (ARG S IE 2O (hyrye ) P
h F e SRR, r RORR IR B ) i R A
I BT 30 R P R A i I R S AR A T

—HRAZE [ FR Y ] 4
TE RRRGIAU IR AT, 25 5 — > R
y:f(x]9x25.“9xn,)' (1)

KA (o, 2,000, 1) NHTAEE,y VAR K
A
T2 eREC(1) WAL, SE AR i A
— A RAR G« BPRASBE]—A> [ i, B
e;:x; 7 X, (2)
[ 525 (] A KD, B A2 RO 4T e B
TideE L SEL, SCR i ALERE L AAE 1R
(m; = 1) Z[a), Hrfm, 28 & o, MTAIRE
MIANEL, FESCER D AR 4 28 00 e B A 2 1 4 i
RoF R MEI] A S 4ERE R 22, 75 20M

W AR TR SR T BB B 2 D R IR LR
AR/ OE T

FEVRIE 2 2] b BREE R AL B s A e, 22 )
XA R R RAE B FRAE RS, B 58, W5 2o 454
PR S RS TR 3R AR it SR S X 432 AR
AT SRR B T SR IR AR R T A 4325728
WG TR AJZ R SR 8 1 AR
R, A IFIE BN A b 28 0 2 v i — 3 i A
JEU AN RO AT L AR A S A4 O kA T
Yk, TR, SRR A Z BB T A28
SN AEE M TR RZR AR 2R e TN E
T, 2ETIRA MBS IR .

1) X TR RIAR G «,, A — AR
ANFERE m x L, Forh m FRoR 43 AR 5 x, WARFAE
JEPEREL, L RoR IR «, Wi AGERE Hor
1<L<m-1, Fm=x(3)PHEEERHE—
YR x, PTADIRS I ) R o R —
173 R — PR ASAE A 25 ] r (4 Bl S

Ku KIL
: : (3)
Kml KmL
SR AR TR 5 5T RAAS B A A~ o0 AU AR 2 i 5 dis
EEE T

2) AR A MR A I 45 o AR Y
RASRAIR BT A 43 A R R 0 R RR R 5 4
Bt A BIEE T AR i 80N T, 2R AT A
P A o

3) RG2S e A A — AR R AT
g A B W22 P 28 N 25, A4 2k pR IR/, AT LA
T 3o R A 28 N 4 I ) A% 4 3 A o R 1 AR AL W
i 43 28 78 i AR A AT R o8 A5 R K
P12 A5 HRRE NS AR AT B4 1 i A e, AT fE ik
A BB
1.2 KERHEIZ M

AR ST XoF O 245 AARAGE I H ) v A T 1 )
ZRREE RO | R A K R EAZ N 4% 1STM ™ 347
YL, LSTM J2 Hsf [va] 32 U o 45 Do) 45 1) — AR T | A
FTAE5E R RNN BRI LSTM X (Gt J2 i 1T &
ZRIBETT, HoAZ O BT — B AR AZ A (cell
state) 5 B, W E 1 Fros B stz fE B
TG 400 4 A 32 80 e 290 £ A iy, Il k- 4
ANFHEZE BT BTG, ¥ i A8 B — B )25 ¢ %
T2 BE A BB, LSTM 33X b [ )2 110 38 i 1%
TH0T LAAG R O B8 K B TR) A TE 25 . ke B T B



556 R R AR

537 &

JEETH O BRI BR AT,

Y
Softmax
7y

B R o

N Q>
I i ', 0,
|forget gate‘ | input gate| | tanh | ‘output gate{

Y
4|
\J

B 1 LSTM [R#E=ERIZHEIZITEN
Fig.1 Logic design structure of LSTM hidden layer

FEICICAR AR B, a8t 145 il 3 i 1 i
T ERAG B Z D A TTHE SR ¢« BRI
BMAER «,, AZDEBBERIMEHCALE B R
B BE T TR S 1 9 i A i 25 g A2 e
HA 05 B RR o B 0 T T4 5 A 2 015
BT T —BrBery g,

B 1 TR B LSTM [ 2 32 48 e, 24
HEREAE— I I — > LSTM P28 A3 | A< SCAE X
W28 AAZ R I, R FH B 2 — A« X 27 I g4
R 22~ A BRI B AT 2 A, an sl 2 s, A
RPN 25 32 A 5 T ) A R S Il A i A

Y Y2 Y
- - -
X x: X,

B2 LSTM R4&4&H
Fig.2 LSTM network structure

Horfr LSTM %) £ 455 784 31| 25 1 HAR B3k i 72
wr.

H ARG R il s AR RSN X = («,
%y, x,) , BRIBJZF NN S = (s,,8,,,s,), W
AR A XTI Y = (y),y,,,
y,) PSRN

f, = sigmoid(W; Xs,_, + U; Xx, +b;), (4)

i, =sigmoid(W! x5, , + U’ xx, +b.), (5)

C'=tanh(W' x5, , +U' xx, +b,), (6)

Cl :.fr XC:—] +ir XC;’ (7)
o, = sigmoid (W, x5, + U, X, +b,), (8)
s, =0, X tanh(C,) , 9)

y, = softmax( V" X s, + ¢). (10)

A 0, C s, vy, AR E R TT SA
P AT K TR o AR A T A
W, WEUP WU WU W UL 3R R AR
B, b, b, b, Fom i B,

2 T P o < SR FRINF i 2 1 4456 50 8 e I
YRS, T o A R 1 25 ) 2 Kok
T B, 196 BB T T 25 T
158 SURE AR 1 AN IR 3526 B
Hil N

L(y,,y) == 2 yfny, + (1 =y)In(1 = y,).

(11)
Aoy, TG o 2D BN, jROR
T R A j M TT
TER— B, S8 X (12) ok
TR
aL(y,,y1)
r=rI+ rth,r =W,U,V,b,ec.
(12)
Kb r B R P e =0,1,- T

2 MEANERNEE

AR ST SRR AR LSTM W 2% (14 7 1k 2 57
B AR IR R 1 3 Frs, B8 3 N
Oy R HE AR 2R AR

Wik
g l
A A 4 .,
SR BT HoR B
| RN (F—4k) I
# ]
E ™ LSTMM %
o= HORBA I
|
' Rl 3
I
|| EE R
I M

B3 MENERNRE

Fig.3 Network intrusion detection model
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Table 5 Detection effects of different parameters

5 H R W/ % RRE/%  WHE/%
1 20 0.1 98. 57 1.15 1.74
2 30 0.1 98. 58 0.99 1.89
3 50 0.1 98. 60 1.03 1.81
4 20 0.2 98. 89 0.89 1.35
5 30 0.2 98. 69 1.01 1. 64
6 50 0.2 98.73 1.27 1.31
7 20 0.3 98. 90 1.28 1.46
8 30 0.3 93. 80 1.32 1.51
9 50 0.3 98. 67 1.44 1.65
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Fig.5 Variations of accuracy and loss function with number of iterations
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Table 6 Performance comparison between the two

detection methods %
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OH-LSTM 97.33 1. 18 4.38

SRt — A B0 GIE A SO I T 75 Y R e A )
e, SCIe ks EE-LSTM A1 OH-LSTM 7% 4 0 7
PR A I M REHEA T T X B, B 6 RoR
F14) 2 VR o G 000 2 v o A — 28 e A T A o

TR
100 98BZ98IL 08 !6 7 819927 — OH.LSTM
] =3 EE-LSTM
80 76.81
S
604
g
&
40+
24.06
201 15.49
0 T T T 0;0 -
Normal Probe Dos U2R R2L

%5
B 6 NEHIEAEAERRTLL

Fig.6 Accuracy comparison among different data categories

WL 6 R LLTE A AR SR 7 ot
ks RS I R R 5 I f = T OH-LSTM A9 7 %,
X DOS Fl Probe 5 Bt | A SCT7 A 1)
HERf R B2 100% , SR 1% T U2R Al R2L 40 if;
A R RAEAR S H R AR, — B L T HE LA
SEEUAT U2R T R2L Bl 287 A, B2 2 4F OH-
LSTM ARG J5 v i, U2R T ol 26 0 95 A e 46 0
ok, (HE FEASCH i, X U2R Al R2L A9 K
D5 RARAR B S Hb = T OH-LSTM (19 /571

5 #ig

e o R 0% A {5 T v 5 4 0 425 A
3T 3 ST A 7 EE XA B AL B | 25
LS. 50 24 48 43¢ I 4% 2 F 200 £ Bk P ARG A
L3, AR SO H 2 TS A AR LSTM 926 114

RSN T3k R AL 19 285 A 14 405 1 A B3l P e
B RS AL B, X6 73 28 2 A A 1k
PP SRR AR TSR A SRR T 70 287
ZJe A A JE A S A 1 i A B 4
AR, B I Z By i 22 0 45 Hp Y — A 3 g A
JZ RSB LSTM 26 R )il 2k, fei Aot A B dhs g
{0 S Y3t A SO 45 g A B al A R 1) TR BT e
THEN T EAURAS IR 55 AL 5T AL HH R 2% A 4R
Bl rh 432528 1751 One-Hot 4w fisAH L, X 9]
KU BRI SCR R A5 R R, A A
7 FLA R TR R BRI T IRARCR ISR
IR T R i ELXS /NI R A Y A
I EAT RS, g 25 A AR A I 50408 o B 0 2
AR T —RA R AL BTk [R5 S TR
o v LSTM 0 238 7 Ab B4 oy 48 DR K08l vh g A0 5
R W28 AR I BT B (4 — FoRr A N D7 1 T
— B TAR R A JE A R I A it —
AR

S 3k

[ 1] YuD. Research on anomaly intrusion detection technology in
wireless network [ C ] // 2018 International Conference on
Virtual Reality and Intelligent Systems. IEEE, 2018. 540-
543.

[ 2] Akoglu L, Tong H, Vreeken J, et al. Fast and reliable
anomaly detection in categorical data[ C]//Proceedings of the
21st ACM International Conference on Information and
Knowledge Management. ACM, 2012, 415-424.

(3] Fmibl, XU, 2 E. TGS AR T kX 1
WIE[T]. fFEM%4E4, 2018, 18(5): 1-11.

(4] BBT, Besin, 5, 5. AR-HELM 5575 M4 i st 7
Ferh R TSR T]. R ML %4, 2018, 18(1): 9-14.

[ 5] Tang T A, Mhamdi L, McLernon D, et al. Deep recurrent
neural network for intrusion detection in sdn-based networks
[C]//2018 4th IEEE Conference on Network Softwarization
and Workshops. IEEE, 2018 202-206.

[6] YinC, Zhu Y, Fei J, et al. A deep learning approach for
intrusion detection using recurrent neural networks[ J]. IEEE
Access, 2017, 5: 21954-21961.

[ 7] Staudemeyer R C. Applying long short-term memory recurrent
neural networks to intrusion detection [ J ]. South African
Computer Journal, 2015, 56(1) . 136-154.

[ 8] Tang T A, Mhamdi L, McLernon D, et al. Deep learning
approach for network intrusion detection in software defined
networking [ C ] // Wireless Networks and Mobile
Communications, 2016 International Conference on. IEEE,
2016 258-263.

[ 9] Vinayakumar R, Soman K P, Poornachandran P. Applying



54 T 6, 26 TS AR R EZ P 45 1 A R 7 5 561
convolutional neural network for network intrusion detection[ C]// [16] Yuan M, Wu Y, Lin L. Fault diagnosis and remaining useful
Advances in Computing, Communications and Informatics, 2017 life estimation of acro engine using LSTM neural network[ C]//
International Conference on. IEEE, 2017, 1222-1228. Aircraft Utility Systems, IEEE International Conference on.

[10] Potdar K, Pardawala T S, Pai C D. A comparative study of IEEE, 2016 135-140.

categorical variable encoding techniques for neural network

(711
Applications, 2017, 175(4) : 7-9.

classifiers International ~ Journal of  Computer
Guo C, Berkhahn F. Entity embeddings of categorical
variables[ J]. arXiv preprint arXiv;1604. 06737, 2016.
RIS FARE, BIERE. T 1 Tolk
HARGAGAGMI]. FESEH, 2018, 47(1) : 54-59.
Dhanabal L, Shantharajah S P. A study on NSL-KDD dataset
classification

for intrusion detection system based on

algorithms[ J]. International Journal of Advanced Research in
Computer and Communication Engineering, 2015, 4 (6):
446-452.

Shijia E, Xiang Y. Entity search based on the representation
learning model with different embedding strategies[ J]. IEEE
Access, 2017,5; 15174-15183.

Wu F, Song J, Yang Y, et al. Structured embedding via
pairwise relations and long-range interactions in knowledge

base[ C]//AAAL 2015; 1663-1670.

[17]

(18]

[19]

[20]

[21]

De Brébisson A, Simon E, Auvolat A, et al. Artificial neural
networks applied to taxi destination prediction [ J]. arXiv
preprint arXiv:1508. 00021, 2015.

Dai H, Dai B, Song L. Discriminative embeddings of latent
variable models for structured data [ C ] // International
Conference on Machine Learning, 2016, 2702-2711.

Amihai I, Chioua M, Gitzel R, et al. Modeling machine
health using gated recurrent units with entity embeddings and
K-means clustering [ C ] // 2018 IEEE 16th International
Conference on Industrial Informatics. TEEE, 2018 212-217.
Vinayakumar R, Soman K P, Poornachandran P. Long short-
term memory based operation log anomaly detection [ C ] //
Advances in Computing, Communications and Informatics,
2017 International Conference on. IEEE, 2017 236-242.
Duan L, Xiao Y. An Intrusion Detection model based on fuzzy
C-means algorithm[ C]//2018 8th International Conference on
Electronics  Information

IEEE, 2018 120-123.

and Emergency Communication.



