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Image adversarial attack algorithm based on high-dimensional feature
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Abstract In order to attack state-of-the-art adversarial defense methods, an image adversarial
attack algorithm based on high-dimensional features called FB-PGD (feature based projected gradient
descent) is proposed. It increases the similarity between clean image features and target image
features by adding perturbation to clean image iteratively, then adversarial examples will be
generated. In the experimental section, by comparing with existing adversarial attack algorithms on
different defense models, the result shows that this attack algorithm not only has strong attack
performance in the previous defense methods but also increases attack success rate more than 20%
compared to common adversarial attack algorithms in two state-of-the-art defense methods on a

variety of datasets. So, the adversarial attack algorithm can be used as a new benchmark to test

defense.
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Fig. 1 Adversarial examples generated by fast gradient sign method''®’
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Fig.2 Feature based projected gradient descent attack pipeline
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Fig.3 The results in different attack budgets
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Fig.4 The results in different attack iterations
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Fig.5 The results in different network architectures
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Table 2 The results of different attack methods against different defense models
BISIEES SiEHIDRIS Clean ~ FGSM ~ PGD20 PGDI0O0 CW20 CWI00  FB-PGD20  FB-PGDI00 8

Standard 95.8 35.3 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Madry 86.9 63.3 45.8 45.0 46.4 45.7 44.6 44.4 0.6

FB-PGD-D 86. 4 64. 1 46.7 46. 1 46.2 45.6 46.8 45.7 -0.1

CIFAR10  TRADES 83.7 66. 1 55.6 54.4 53.9 53.7 53.6 53.2 0.5
GCE 95.5 37.2 0.6 0.2 0.6 0.1 0.0 0.0 0.1

BAT 91.2 87.6 53.9 46.5 52.0 4.8 25.6 20.8 24.0

FS 90.0 77.9 70.7 68.9 59.8 57.4 39.0 36.8 20.6

Standard 96.5 55.2 0.8 0.4 0.7 0.4 0.3 0.2 0.2

Madry 93.5 66. 4 47.5 46. 1 48.3 46.4 48.2 46.5 -0.4

FB-PGD-D 93.9 65.2 46. 8 45.3 46.6 45.2 46.9 45.0 0.2

SVNH TRADES 89.9 68.2 57.7 56.9 58.1 57.2 57.6 56.1 0.8
GCE 96.7 71.2 9.2 4.1 9.1 3.8 1.1 1.1 2.7

BAT 96. 1 69. 8 53.9 50.3 53.5 48.9 28.7 24.5 24.4

FS 96.3 96.7 51.3 51.3 59.8 48. 6 28.6 23.7 24.9

Standard 79.9 7.9 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Madry 60. 8 34.2 22.7 22.6 23.5 23.5 22.5 22.1 0.5

FB-PGD-D 59.7 36. 1 23.6 23.1 23.4 22.9 23.8 23.1 =-0.2

CIFAR100 TRADES 57.2 38.1 26.6 26.4 25.7 25.6 25.5 25.3 0.3
GCE 78.5 16. 1 0.2 0.0 0.1 0.1 0.0 0.0 0.0

BAT 74. 1 76.7 32.2 28.2 32.3 27.2 3.0 1.0 26.2

FS 74. 1 71.5 46.7 46.4 30.4 28.7 2.9 1.8 26.9
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