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Single-event upsets fault tolerance of
convolutional neural networks based on dropout algorithm
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Shanghat 201203, China; University of Chinese Academy of Sciences, Beijing 100049, China)

Abstract  Space radiation interference especially the single event upset (SEU) effect can make a
great impact on the normal and stable operation of the neural network chips, which can lead to the
random bit flips of the weight parameters stored in the SRAM, and thus change the values of the
neural weight parameters and the accuracy of the neural network chip outputs. In this paper, we
analyze the commonly used radiation resistant methods, and try to overcome the problem of hardware
consumption, recovery time, and processing speed. After the software simulation of the neural
network accuracy with the different ratios of weight parameter errors, we adopt the dropout algorithm
to construct the novel network framework to avoid the decline of accuracy. The algorithm can mask
the neurons affected by SEU with some probability. The simulation experiment results show that this

method can promote the accuracy of the neural network affected by SEU.

* T AR HITHRITE (17YF1418200) AEZK H AR 243542 (91738201) ¥ B
+ A EVE#H , E-mail : 18217631362@ 163. com



55 0] B, 47 5T dropout 571 (A5 L2 I 4 UKL B 5 Oy 5 713
Keywords SEU interference; SRAM memory ; neural network chip; weight parameter

BEA N T8 BE R AR I L6 47 1) PR e, T
TREES>) | ARG 5 A B 5 SR o 5 Sl
WA TE R, I, AT BT 4 N BE
AT H 2 ) B BEAIL e a2 23X i1 J5A A A
B85 ( microcontroller unit, MCU) F- &, JC %3 &
BRI 2 Wi B s A S s S R, A
T2 6 (artificial intelligence, Al) it~ {8 N 1z T
A FE B 28 R 5 1 N T BB LS 30 S A A, 2 4
IR LR BT, 19X 465 B ok e B2 4%, A - ol 2 A it
Ko HrPESMLL IBM 15 AR TrueNorth JE5 7 Al
JeARB ) GPU B R 4, B A7 F€ K
2819 DianNao .t 5 Fl 1 F-Z ML 4% A1) BPU .
Frék

NTERES T HORVE N AR N TR RERY
Ji a2z — 75 TR B S R] LR R $2 7+ LA R
BHE ) PR AR I R REAL PR A T SRR, M
S TR B Tl e Jre iy B B 2 — TR
S B g 2 R 25 i) AR O R AR B A
AT, Hoitq B WA BT H AT RETE 2 44 1Y 25 [H]
W hIBAT, MR 5 R — g
FIA R, Horp — e o — e W e, D
rowhammer"*™> 7 Ky, 7 rowhammer 35 5 ) 114
], — 47 A2 DA e 10 S 38 1 0 5 A0, TR
FR-55 AR AN W 52 2 R v A A H e e 2
EMHQIS%%ZS%HW?EM?%%%( static random access
memory , SRAM ) " 47 /i 3B 43 b 4567 & A Bl e
191 a7t 1 0 A 2R 00001111, U AT RE 23 78 A
00001010, AIRHEZ AR SRAM 11174 1 #4
o0 245 A B B A5 J2 I 465 i A\ B e S ol 22 1) 2%
FRBE AT E T RE 2 52 2 070 1T 52 00, 5 B0k SR
AR AR ML g tE— MR R, 5
RS 4 g — ST SR SR Y ) - R 2 v e S BB
ARG B — M0 H A 25 A% v s ) [T 1)
M X, TR 0 A2 R AR S, RS AR
TR R fe 3 (] I X AIL A N B I H AR R
WAL I B . T2 ] i RE A S kL -
T 851 O A A7 i AN PRA T BT v i — SE LR AL
FEOS R IER TAER — S S50 A 0T — 2L
HNRIES AT AR 5 2450 i 4 o8
Bl A — 1 WA 1) - ok s, o DL e i
Y18 2 ks - Bl (single event upset, SEU) |
JIT LA TR 8 — B B P o5 1 s A TR A i 4K

PFJ7 RN A BEAE IR SR R B ) HoA 7
RPLE EIER TAEBAEN . WS H UOSAT-2
TR AAERASIBATIY 4 4R E] KA T 259 000 K
) SEU S, ihE“ Km—5(B) "KL DR FE=
SR W SEU g5 1 S BOE S R 4
Rt

BEXS 3R [A) T 4R R LA AN D2 5 g iX
U RS /R T p SO [ B A O S Wk AR T
BRI 2% R BT 5T B AR TR R 2 —
Arechiga 1 Michaels' ™ = BHIF5 i 25 0 28 Xof A
DRZE R W 1Y B R M, N — R 2 2 P4 ) 4%
( multi-layer neural network , MLP ) X AUE 1% 2 Al &
Bt AL T 4 FR p 25 W 2% ( convolutional neural
network , CNN) , Kwon 2" 3= ZEHF58 B {24 i 5 44t
225 T 25510 RGBT I LB
FARMATEAR KRR E VW] T SEU 152 23 % filr 8
Do 45 3 U W) (R ANART 54T — € SEU 284587 12
BT IFA R .

1 mERTMATE

1.1 TREFEFTZRT

PR32 T 2R R i A T 2 o) 3 A 1 2
W ITCRA TR T BT LB — R R ITAR |
BAFTCARRME B IR SF BT A, Hvp b A g i
ELRFHBOA T Z B 0 = B CR A Bty
PR R—AS MR R A A TU AR P L
JEBRE , HAEA R AR L P 3 TR
R AR AT AR TR] 48 TSR 251
BB A R P A B — > 2R e gR
Hh, SR I = I e 2 ) R SRS A Y i 0 4
M T2 R Z 8] B AR A S8 4T, i 2 A B[R]
P DR S A R DIE ) B R B AR SRR/, ATl L
KRR i AR G i (0 A

PSS

—
-l |

[/\f[:'_ : jj Outy _ut
—

Input

r
Ii
|

-

CLK

B1 EHH=ETRNARERREE
Fig. 1 Hardware schematic of the triple mode

redundant internal circuit



714 R R AR

938 %

1.2 FEHHERERAEEIT

O T TEFE | BT B A B e SRR R AR
3 A i BT A S S 4 U T T LU A7 T
T NZS , XA BRI Al B o A7 B4R IR T 2
#2 R[], B R 0 R A ST As [ fE R T
PeruE 111 L 1205 B O T B AR R E S R G
et LB o T
1.3 25EHmAR A EIET

R T HE—E R kAT PR G AZ B2 (A4
T YR B0 | AT LR P 58 B 0 7 e, L
A R A B 2 et JE (4R B S TT) 81
BRANES I — S8 W B T e A7 ST A
it , AR AT A F R SO T T e Bl A
o5 A B 0fE BT Z BB R IR B 506G
Y i — SO W 7E A 5 A0 R G A v 2
B TRBTI AR, R WA 2 5S4
BT R-S i AT AL RS 45

WA BN EIR e R CNN G R b
Tl O A B R 1 e R 0 I 266 S B0 R i A i
SRR FE 3L BRIz AR — i 1 FRIXE , HL
(ENTER

1) =TT A% v B 75 X L B AT 3 A% IRl A
(O RE LB R, 2 IR SRS V2 1 FH I NN i
A1 S A 2T A iy B R, R IR
TR AR B R,

2) JEI M ) 488 e T s e R . R — A
YWY, TTkaE N CNN 1 K & & 317
T

3) YNGR T 1A — R BT, BEAG T 0
A BB ) TAESR B X T2 Z 2Bk
[ CNN SR 5L, B R IR i) ) 285 11 340 Bof 2k <5 % B

Cl:feature maps
INPUT 6x28x28
32x32

S2:maps
6x14x14

C3:maps
16x10x10

S d il

S
2 AXFEESTE

FEST BT A 1) —Se i T in [ 5 w5l | &
X C AT K S I (1) 5 Ak B S 8 45 75T )
AR A SO MG A SR i Y CNN 2
— i 2 28 SRk B A O A B R f
L8 R R AR RS B —E PR IR T
fief1 . HAR T B BB A 4 M 25 1Y dropout '
TR CNN H ] DA I — R PR 2557 — 48
1T SEU R0 HIE 20 17 5 B0 26 A 5152 22 20U 1Y
RSP ZETT , AT 5 g 1> 2R G i H AR T B
2.1 %k CNN

CNN & — & BRI H AR —E 4
FAJ ORI Tt P 28 X 285 ( feedforward neural networks ) |
HA A | 802 F 2 4R, i Fe )=
—EFEERZE WE  2EEZE, CNN &K
R HAT M EURE AR > RE T, B4R IR
HEAS [ JZ2 S5 AR 0 iy AR A 15 B A T R 17 -
IR IR T TR | A AR = Ak
PR QU 0 A KR BUS T R IR ROCR
CNN ZEHIARZ AR — I 3, AR S 38 28 L 1Y)
LeNet5 ! 48 A g 09F 58 45 42, 12 0 465 J2: B 7 4K
3 I T B CNIN A 55 I 25 1) 2% 178 G B8 A
LR, W 2 B, BR80Tz N T
o3 JE B CNN, X T LeNet5 [ 2% 45 14 2
Rl T BIRS 2 TEA R, &0
IR0 il 22 100 2% K 2 0B AR o A A TE AH G
SRAM XN, fif s A TAE S, 8 738 1 #4732 55
A3

S4:maps
16x5x5

B 2 LeNet5 Z5#4
Fig.2 LeNet5 structure

VIEREES k€SP P = PSSP Zaid
SH AR5 Fr ( National Institute of Standards and

Technology ,NIST) i MNIST F5 FiR K 4 48 , H
YIZRAEHT 60 000 4~ 2H 5L, PR okt B ok e 15



%51 R, % HET dropout K 145 BRI 28 9 45 FRURL T RG22 715
%1 LeNets EES#
Table 1 LeNet5 layer parameters
E LR NREE i LERNRED AN BN P I PR
Input Image 1 32x32 - - -
1 C1 6 28%28 5x5 1 Relu
2 S2 6 14x14 2x2 2 Relu
3 C3 16 10x10 5%5 1 Relu
4 S4 16 5x5 2x2 2 Relu
5 C5 120 1x1 5%5 1 Relu
6 FC - 84 - - Relu
Output FC - 10 - - Softmax
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Fig.5 Comparison of the neural network

before and after modification
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Table 2 Pseudocode of the iterative calculation before

and after the neural network parameter error injection

1. Initialize network and data sets

2. foreach iteration do

3. foreach training network and compute loss error do
determine whether the error is consistent

save W, W,,---, W, and convert to binary

. , , ,
making random errors; w, — w' ,w, —>w) o w, —w,

4
5
6. different scale parameter errors 1%o,1% ,5% ,10%
7
8. dropout neural network

9. end for
10.  record accuracy results

11. end for
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Fig. 6 Diagram of the experiment flow
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